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Technology and Risk Assessment
It’s difficult to figure out how organizations operate without modern computing technology. According to Han et al. (2018), “the internet is becoming the town square for the global village of tomorrow’’. For that reason, technology in organizations is increasingly growing and this has also led risks that are attributed to data storage. Information technology risks are known to cause severe impacts on businesses hence affecting their daily operations. Also, business systems tend to go down hence resulting in a stagnation of services. Network and data vulnerabilities are among the main technological risks that may affect an organization or business. Data that contains vital information concerning the business is corrupted and lost thus changing how a business runs. Therefore, it is necessary for businesses to accommodate comprehensive risk management plans to protect themselves from possible technology risks. 
Question 1
Information is data that is formatted in a way that allows it to be utilized by human beings in several significant ways. Information varies from data since it contains meaningful details that can be used by an individual to derive more information. An example of information would be Brian Smith, 4325 Circle. Melbourne City, UT9999 (540) 536-2211. This information can be interpreted, organized and formatted easily since one can tell that its contact information for Brian Smith. Besides, cyber is a prefix that is generally used in the field of technology to show the growing group of terms in the description of new things that are made possible by the spread of computers. In other words, anything in information technology that is related to internet falls under the cyber category. An example of a word that falls under this category is the cyberspace. Cyberspace is an electronic medium that is utilized to form a global computer network to enhance online communication (Andrei et al., 2018). 
On the other hand, computer security can be defined as specific controls that are implemented to provide confidentiality, integrity as well as the availability for all the components of computer systems (Andrei, 2018). For example, Anti-spyware is a type of program that aids in the detection and prevention of unwanted spyware program installations. It may also be designed to remove the already installed programs that may damage the hardware or corrupt data of the computer. Some of the products include; Sunbelt Software programs and TrendMicro. Another example is anti-malware, which prevents and removes malware viruses in a computer. It can be used to prevent IT systems as well as other computing services. The term Information can be used in the cyber and computer security and as well in other fields. This means that information in computer security, cyber and those of other areas may vary hence meaning that this term is not limited to one field as the cyber and computer security may be
Again, cyber mainly involves innovations or areas of concern to the world of technology fuelled by the internet. According to Han et al. (2018), “the internet is becoming the town square for the global village of tomorrow”. Cyber is different from the two terms since it can also include situations and activities such as cyberbullying, cyber publishing and cyber suicide. Therefore, this is different compared to information and cyber security since they don’t encompass practical activities. Concerning cybersecurity, it is different from information and cyber because it mostly includes the physical parts of the computer (Whyte & Mazanec, 2018).  Some of these parts are; software and hardware which are secured using antiviruses. Therefore, cybersecurity integrates different software to secure data on devices. 

[bookmark: _GoBack]Question 2
Some of the advanced mobile devices such as iPhone and BlackBerry among others have achieved an environment with wireless mobility to expand personal communication, entertainment, and businesses. Besides, their increased use and accommodation have led to increased magnitudes in the depth and breadth of mobile security threats. According to Taylor (2018), data breaches are real in organizations and businesses of any size, from the big multinational corporations to small businesses. Therefore, organizations and businesses may be required to come up with strategies that will allow productivity, efficiency, and flexibility in their daily operations. To develop a valid and reliable mobile security strategy, it is critical to understand the business’s mobile security risk profile.
One step that can be used to evaluate the effectiveness of an organization’ mobile security plan is collaboration. It is important to assemble everyone since efficient strategies depend on the input, efforts, participation of all departments and coordination in the organization. This ensures that all the members are involved in the implementation of the security plan. For example, members from departments such as IT, Human Relations, Auditors, financial and legal may all be critical in coming up with a comprehensive security plan. The next step is the evaluation, which includes a thorough assessment as a way of minimizing the risks. Also, risk assessments and audits can be critical in determining the access of data, where it is and what it is being used for (Whyte & Mazanec, 2018). For example, thorough assessments can be done in all the departments to determine critical prerequisites towards developing a comprehensive and effective security strategy.
Sustenance is another step that can be evaluated to obtain an effective organization mobile security plan. Organizations may have policies and mobile security puzzles for the benefit of protecting their data from being corrupt and lost. Andrei (2018), argues that that “we are drowning in information but starved for knowledge”.  Policies and mobile puzzles may be critical hence acting as effective security strategies. For example, the inclusion of intricate patterns and mobile passwords across all departments in the organization may be vital towards minimizing the organizations from exposure and litigation. This is because monitoring, management, and review of the security strategies are ensured. Building a mobile aware IT infrastructure may also be critical in achieving a security plan. This can be made possible with the help of servers and networking. For example, the organization can shift from using the emails to transactions that are business-oriented with back-end database systems such as ERP to achieve a strong authentication. 
Question 3
Cyber warfare encompasses actions that are conducted by a nation or an internal organization with an aim to attack as well as attempting to damage another nation’s computers or information networks by computer viruses and also damaging of software. Cyber warfare may aim at destroying the networks by corrupting how they work with an aim to steal or destroy data or technological discoveries from them. According to Taylor (2018), “technological discoveries are the spermatozoa of social change’’. On the other hand, cyber terrorism is the direct use of the internet to perform acts that may threaten, lose lives and body harms with an aim to achieve politically by using intimidation. At times, terrorists may aim at damaging the networks and satellite’s that help the particular nation to have efficient communication. 
Cyber warfare involves two attack methods namely; sabotage and espionage or security breaches. In regards to sabotage, the computers which deal with finance and military operations are at high risk in case of an attack. This is aimed at affecting the communications, power, fuel and infrastructures systems. Also, the security breaches damage the software, computers with the aim of stealing classified information from the rival nation. Cyber terrorism can be categorized in simple, advanced and the complex levels according to the seriousness of the case (Whyte & Mazanec, 2018). The simple-unstructured involves the use of technological tools that are created by someone else during the attacks. The advanced-structured level involves complicated attacks that use hacking tools to achieve command and control. Lastly, complex-coordinated leads to mass-disruption situations since complex hacking tools are used to gain command and control. 
The difference between cyber warfare and cyber terrorism is the driving motive. Although both activities involve the same actions and hacking tools, the intention regarding the two crimes is different. Cyber warfare cases are situated in secrecy with high profile skills since the hackers fear to be arrested (Han et al., 2018). Therefore, this may happen while no one expects it since it involves sophisticated technology. On the other hand, the intention of cyber terrorism cases is well known before they attack a particular nation. Terrorists may warn the nation before they attack as a way of hinting that the attack will be disastrous. Although both cyber warfare and cyber terrorism are lethal activities towards the peace and operations of a country, the intent differentiates them. 
Conclusively, it is important that organizations consider comprehensive and effective ways of minimizing risks related to technological challenges. Organizations collect significant amounts of data underpayments, personal data as well as security. Therefore, this data is sensitive hence it should be protected from potential vulnerabilities to keep it safe and protected. Technological risks will continue affecting organizations since machines are still prone to get attacked hackers. Hence, organizations should focus on implementing concrete strategies to counter technological risks.
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